ACTIVIDAD 12 DNS

Protocolo DNS. Capturas con sniffers del funcionamiento del protocolo DNS entre un
servidor DNS (primario) y un cliente DNS.

Instalamos Wireshark en Ubuntu

lales@lales-virtual-machine:~$ apt-get install wireshark
E: No se pudo abrir el fichero de blogueo '/var/lib/dpkg/lock' - open (13: Permi

50 denegado)

E: No se encontrd un archivo de réplica «/var/lib/dpkg/»
lales@lales-virtual-machine:~% sudo su

password for lales:
dlales-virtual-machine: /home/lales# apt-get install wireshark
Leyendo lista de paquetes... Hecho
Wreando arbol de dependencias... 0%

A continuacién ponemos en el terminal Wireshark y nos aparece el asistente, y
tenemos que aceptar ser usuario root

;s Telephony Tools Help
Running as user "root" and group "root". M
This could be dangerous.
v || EXpression... || Clear || Apply
Don't show this message again.

" Aceptar | ost Popular Network Protocol Analyz

=y Interface List Open

" Live list of the capture interfaces (counts incoming packets) Open a previously captured file

Start capture on interface:

il etho

2] Pseudo-device that captures on all interfaces 4 Sample Captures
£ USB bus number 1
{2 USB bus number 2

2l lo
fil Capture Options

Start a capture with detailed options

Open Recent:

A rich assortment of example capture files on t

(© Ready to load or capture Mo Packets Profile: Default



A continuacién elegimos la tarjeta por donde va a escuchar, en nuestro caso eth0

Wireshark: Capture Interfaces

Device

£ etho
£l any

£ usbmon1 USB bus number 1

Description
Pseudo-device that captures on all interface:

£ usbmen2 USB bus number 2
2l lo

| Ayuda |

> Frame 1 (42 bvtes on wire. 42 bvtes captured)

eeee ff ff ff ff ff ff 06 6c 29 c8 bf 34 88 06
9010 ©8 09 86 ©4 00 @1 00 @c 29 c8 bf 34 c@ a8
0020 00 09 00 @B 00 88 c@ a8 f9 fe

(O etho: <live capture in progress>Fi...
F] root@lales-virtual-ma...

Packets: 4 Displayed: 4 Marked: 0
7! capturing from ethO-...

IP

Packets Packets/s Stop

192.168.249.203

[s1]

T

5

127.0.0.1 Start || Options
Cerrar
13
1]
e 81 ........ | I
foch ........ ). .4..

Profile: Default

%l wireshark: CaptureInt... 5

Nos vamos al terminal y hacemos un nslookup y vemos como empieza Wireshark a
escuchar los paquetes

Capturing from etho - Wireshark

Telephony Help

XY TEE

| Filter: | ~ | Expression... || Clear | Apply|

No..  Time Source Destination Protocol Info
1 6.0000088 Vmware cB8:bf:34 Broadcast ARP Viho
2 0.000471 Vmware_ff:fd:ab Vmware c8:bf:34 ARP 192
3 0.000516 192.168.249.203 192.168.249.254 DHCP DHCI
4 0.000772 192.168.249.254 192.168.249.203 DHCP DHCI
5 106.673145 192.168.249.203 192.168.249.2 DNS Star
6 186.789495 Vmware_fc:ac:68 Broadcast ARP Vho
7 106.789545 Vmware c8:bf:34 Vmware fc:ac:68 ARP 192
8 106.789778 192.168.249.2 192.168.249.203 DNS Stai
9 106.792306 192.168.249.203 192.168.249.2 DNS Star
16 186.799217 192.168.249.2 192.168.249.203 DNS Star
11 111.865741 Vmware_c8:bf:34 Vmware_fc:ac:68 ARP viho
12 111.805970 Vmware fc:ac:68 Vmware c8:bf:34 ARP 192

» Frame 1 (42 bvtes on wire. 42 bvtes captured)

eege ff ff ff ff ff ff 60 Oc
0010 ©8 00 06 04 00 @1 80 Oc
0028 00 60 00 00 0@ BP c® a8 T9 fe

O etho: <live capture in progress> File:
] 7 capturing from

E] root@lales-virtual-ma...

29 ¢8 bf 34 08 06 00 61
29 ¢8 bf 34 co a8 f9 cb

Packets: 12 Displayed: 12 Mark

b

v

Profile: Default

etho-... ] [ro ales-virtual-m... El




x Capturing from eth0 - Wireshark

Destination
Broadcast

Protocol

v | Expression... || Clear || App1y|

Info
Who has 192.168.249.2547 Tell 192.168.249.2083

ware ff:fd:ab
12.168.249.203

12.168.249.254
12.168.249.203
ware fc:ac:68
ware c8:bf:34
12.168.249.2

12.168.249.203
12.168.249.2

ware c8:bf:34
ware fc:ac:68

4

» Frame 1 (42 bytes on wire, 42 bytes captured)
shf-34 (AA-Ar:29:rAR-hf-341 Net: RArnadrast (ff-ff:.Fff.-ff.-FFf-FF1
29 c8 bf 34 08 86 00 01
29 c8 bf 34 cO a8 f9 cb

k Fthernet TT

geee ff ff ff ff ff ff 00 Oc
0010 ©8 00 06 84 00 01 @ Oc

Vmuare rf

Vmware c8:bf:34
192.168.249.254
192.168.249.203
192.168.249.2
Broadcast
Vmware fc:ac:68
192.168.249.263
192.168.249.2
192.168.249.203
Vmware fc:ac:68
Vmware c8:bf:34

0020 00 OO0 60 0B 0B 0O c® a8 f9 fe

(O etho: <live capture in progress> File:

Packets: 12 Displayed: 12 Marked: 0

192.168.249.254 is at 00:50:56:ff:fd:ab

DHCP Reguest - Transaction ID @xafl6dc72

DHCP ACK - Transaction ID @xaflédc72
Sstandard query PTR 203.249.168.192.in-addr.arpz
Who has 192.168.249.2037 Tell 192.168.249.2
192.168.249.203 is at 00:0c:29:c8:bf:34
Standard query response, No such name

Standard query PTR 283.249.168.192.in-addr.arpz
Standard query response, No such name

Who has 192.168.249.27 Tell 192.168.249.283
192.168.249.2 is at 00:58:56:fc:ac:68

Profile: Default

] root@lales-virtual-ma...

7! capturing from etho- ...

1 [root@lales-virtual-m... E]
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