ACTIVIDAD 3- FTP- TEMA 5

Actividad 3: Instalacién y configuracion del servidor FTP Filezilla en Windows
2008 Server .
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En primer lugar nos vamos a descargar Filezilla

leZilla Server beta 0.9.40 Setup i ] 3

License Agreement

Please review the license terms before instaling FileZila Server beta 0.9.40,

Press Page Down to see the rest of the agreement.

| GMU GENERAL PUBLIC LICENSE d
Version 2, June 1991

Copyright {C) 1989, 1991 Free Software Foundation, Inc.

53 Temple Flace, Suite 330, Boston, MA 02111-1307 UsA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble I
_The licenses for most software are designed to take away your LI

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install FileZila Server beta 0.2.40

Iullsaft Install System v, 46-Unicode

e |

La ip que nos viene por defecto es 127.0.0.1

[ FileZilla Server (127.0.0.1)

N [=1 |
File Server Edit ?
|48 8888 oai@-
FileZila Server version 0.9.40 beta
[Copyright 2001-2011 by Tim Kpsse {im kosseEfilezila-project.org)
[Connecting to server..
[Connected, waiting for authentication
Logged on
D ¢ | Account IF | Transfer |
4 I |
Ready [0 bytes received 0B/s |0bytes sent [0B/s -1




Vamos a poner que nos escuche por el puerto 21 y que el maximo de usuarios conectados a la

vez sean 2

FileZilla Server Options

[=- General settings

. Welcome mess:
IP bindings

IP Filter

- Passive mods settin
- Security settings

- Miscellaneous
Admin Interface st
- Logging

- G585 Settings

- Speed Limits

- SSL/TLS settings

- Autoban
4 I I 3

-

- Filetransfer compres_|

-

General settings

 Connection settings

Listen on these ports: I 21

2

List of ports between 1
and 65535,

Max. number of users: ({0 for unlimited users)

~Performance settings

Mumber of Threads: I 2

This value should be a multiple of the
number of processors installed on your
gystem, Increase this value if your server
iz under heavy load.

 Timeout settings
120

—
—

Connections timeout: in seconds {1-3999, 0 for no timeout).

in seconds (600-3253, O for no timeout).
This value specifies the time a user has to
initiate a file transfer.

in seconds (1-9999, 0 for no timeout).
This value specifies the time in which a
new user has to login.

Mo Transfer timeout:

Login timeout:

X

FileZilla Server

Ahora ponemos una contrasefia que va a ser con un minimo de 6 caracteres, vamos a poner

ASIR21

FileZilla Server Options

- General settings
elcome mess:
IP bindings

IP Fitter

- Passive mods settin
- Security settings

- Miscellaneous

- Admin Interface sett
. Loaging

- G55 Settings

- Speed Limits

- SSL/TLS settings

- Autoban
4 | »

-

- Filetransfer compres ||

-

Cancel |

Admin Interface settings

Important

Due to security considerations, the admin interface settings can only be changed
from local connections. If you aren't connected locally {using 127.0.0.1 as server
IP), all changes on this page will be ignored by the server.

Part on which the admin interface should listen: I 14147

Bind the admin interface to the following  IP Addresses which are allowed to

connect to the admin interface:

FileZilla Server

IP addresses:
=l

[

=l

[ -|
Localhost is always allowed to connect.
You can enter additional addresses or

address ranges using CIDR notation.
Use * to allow all.

1

Use * to bind to all addresses.
127.0.0.1is the default binding, it
always exists and cannot be removed.

¥ Change admin password:

Mew Password: I . .

Minimum passward length is 6 characters. Leave empty to remove password.
A password is required for remote administration to work.

Retype new Password: | *

X




Las conexiones que fallen 4 veces vamos a vanearlas para que estén sin comunicacion durante
3 horas para ello lo hacemos en Autoban

FileZilla Server Options x|
g FileZilla Server

- |P bindings
..... IP Filter By default, FileZilla Server throttles incoming connects after some failed login
attempts. This makes attempts to break into the server impractical.

However, a legitimate user would still be able to logon at any time.

- Passive mods settin
- Securty settings

.. Miscellaneous If you're feeling paranoid, you can enable an automatic ban upon multiple failed login
. Admin Inteface satt attempts. Be advised that automatic banning can be abused for denial of service
o attacks, so use with care,
- Logging
- (G55 Settings [~ Enable automatic bans
S_pEEd Limits Ban IP address after I 4 failed attempts within one hour {min. 10).
- Filetransfer compres
- S5L/TLS settings
3 -
_|iFeBan | | Ban for I | hours (1-933)

A N

Cancel |

Tenemos que irnos al cortafuegos de Windows en panel de control y poner en la configuracion
gue puedan acceder conexiones FTP, ya que por defecto no te deja que estas conexiones
entren

|l * Firewall de Windows

Activar o desactivar Firewall de Firewall de Windows

inc
x
Configuracién de Firewall de Windows x| nformaticos ¢

Permi

del Fiy  General Excepdaones |Opdones avanzadas |

Firewall de Windows estd desactivado. El equipo estd expuesto a ataques e
intrusiones de recursos externos como el Internet. Recomendamos que haga dic en la
ficha General y seleccione Activado. Windaws

Firewall de Wi ara la ubicacién de

red publica. &

Car

27

A VEC
Para habilitar una excepcidn, seleccione su casila:

Programa o puerto |:|
O Escritorio remato
Instrumental de administracién de Windows (WMI)
Orrotocolo de tinel de sockets seguros
Redes principales
[ORegistros v slertas de rendimienta
[ Servicia de administracidn de daves
[ Servico de Met Logon
Servicio DNS
[ servida SCSI
Servicios de Warld Wide Web (HTTF)
Servicios seguros de World Wide Web (HTTPS)
Servidor FTP

1=
=
3

o
=
=

Agregar programa... Agregarpuertc..‘l Propiedades | Elirminiat: |

Veata [~ Notificarme cuando Firewall de Windows bloguee un nuevo programa

Centry Aceptar I Cancelar | Splicar |




Vamos a poner un mensaje de bienvenida en Welcome message

FileZilla Server Options x|
E-Goneral sefinge 2] File7illa Server

Welcome mess:

I? bindings On this pags you can modfy the welcome massags that wil b ssnt o sach
Pl comnected clert.
Passive mods settin I you enter no custom message, the default message will be used
- Secuty estngs Rules for weloome messages
-~ Miscellaneous Please enter only 75 characters perline, addttional characters will be removed
Acfnin nisface s | Emotyinss st s top or battom o the meseags wil s removed
Logging Custom welcome message
S8 Settnga BIENVENIDG AL SERVIDOR DE LALES FILEZILLA |
- Spsed Limis
- Fistranefer compras_|
SSL/TLS settings
Asoban
[ —]

: o
Format specifiers:

Cancel %v - Displays version of FileZilla Server I™ Hide welcome message in log

%% -the % character

Ahora vamos a poner la ip del cliente que queremos que no pueda entrar al servidor ftp, eso lo
hacemos en IP Filter, y ponemos 10.33.10.20

x|
E-Gereral settings | BGESTET FileZilla Server

- Welcome mess:
- P bindings The following IP addresses are not allowed to connect to the server:
IP Fiter 10.33,10.20] =
- Passive mode settin
Securty settings
- Miscellaneous
- Admin Interface sett LI
- Logaing
-G5S Settings Exdude the following IPs from the list of disallowed IPs, thus allow access again:
Speed Limits
- Filetransfer compres_| :I
SSL/TLS settings
- Autoban b

4 » LI
By default everyone may connect to the server, You may either block individual IP

addresses or address ranges. If vou block all addresses, you may allow access for
individusl addresses or ranges again.

‘fou can both enter individual IP addresses or address ranges in CIDR notation
Cancel | {http:fen.wikipedia.org/wiki/CIDR _notation]

Los ficheros logs los limitamos a 100 KB su tamanio

x
ENEE Il Logging FileZilla Server

Welcome mess:

IP bindings ¥ Enable logging to file
- |P Filter - _
Passive mode settin v Limit log file size to | 100 KB
- Securty settings Logfile

- Miscellansous

o — log
. Admin Interface sett Log all to FileZila Server.lag

" Use a different logfile each day {example: fzs-2003-02-10.log)

- Logging
- (355 Settings = pelete old ogfiles after I 14 days
-~ Speed Limts All log files will be saved in the "Logs” subfolder in the FileZila Server folder,
- Filetransfer compres_|
- S5L/TLS settings
Autoban hd
4 3




Ahora vamos a crear usuarios para que puedan entrar, el primero es anonymous, eso se hace

en Users
users x|
Page: [ Account settings ~Users
General ™| Enable accourt
Shared folders [ sl
Speed Limits k
1P Filter Group membership: >

5,

I~ Bype Please enterthe name of the user account that should
b added

Maximun
Iarvun)’muus

Connect
User should be member of the following group: Add Remove

= Fora 2 N
|‘““”E' ﬂ Rename: oy

Corcs
Descripti
= ] o]
You can enter some comments about the user

Cancel

Tenemos que darle una carpeta donde van a estar enjaulados estos usuarios, en
\inetpub\ftproot\LocalUser\Public

users [
Page: [~ Shared folders [Users
rFiles
General Directoriss Aizses ¥ Head
-~ Shared folders R nctoubry
pub'ftproot
- Speed Limits I~ wite
1P Filter [ Delets
I~ &ppend
- Directories —
I” Create
" Delete
[/ List
’ 5] ¥ <5 aid | renove |
Add | Remove I Rename | Set as home dirl Rename | Copy |
A directory alias will also appear at the specied location. Aliasss must corttain the full local

Cancel

path. Separate muttiple alizses for one directony with the pipe character (1)
If using aliases, please avoid cyclic directary structures, it will only confuse FTP clients.

solo podra descargarse (read)

Y le vamos a dar los permisos para subir y bajar archivos al resto de usuarios, a anonymous

users x
Page r Shared folders Users
- Files
eneral Directories I Alizses ¥ Read SronymoUs
Shared folders H Ciinetpub’ftproot...
i+ Speed Limits
“ TP Filter [ Delst=
™ Append
- Dirsctories —
[ Creats
™ Delete
I Lt
. | 0| [V = Subdirs Add | Remave |
Add | Remove | Rename | Set as home dirl Rename | Copy I

A directary alias will also appear at the specified location. Aliases must contain the full local

path. Separate muttiple aliases for one directory with the pipe character (1)

If using aliases, please avoid cyclic directory structures, it will only corfuse FTP clients

Cancel |




Ahora vamos a entrar como usuario anonymous y vamos a subir un archivo y vemos que no
nos deja, ya que tenemos denegado ese permiso

& BEE

C:~Documents and Settings“Administrador EQUIPOA?>ftp 18.33.18.2
Conectado a 18.33.10A.2.
220 BIENVENIDO AL SERVIDOR DE LALES FILEZILLA
Uzuario (10.33.18_2:<{noneX>: anonymous
Password required for anonymous
Contrasefia:
238 Logged on
Ftp> Tpud
“pwd'" no se reconoce como un comando interno o externo,
programa o archivo por lotes ejecutable.
Ftp> lcd
Directorio local ahora C:sDocuments and Settings“Administradeor EQUIPOAY.
ftp> lcd misdocumentos
mizdocumentos: Archivo no encontrado
ftp>* lcd imagenes
imagenes: Archivo no encontrado
Ftp> lcd ftp
Directorio local ahora C:“Documents and Settings“Administrador.EQUIPOB?“ftp.
Ftp> put ejerciciod
ejerciciod: Archivo no encontrado
Ftp> put ejerciciod.txt
200 Port command successful
558 Permission denied
ftp>

Ahora entramos como usuario lales y vemos que si nos deja subir archivos

Simbolo del sistema - ftp 10.33.10.2

ftp> hye
221 Goodhye

C:“Documents and Settings“Administrador. EQUIPOA?>ftp 160.23.18.2
Conectado a 18.33.108.2. k
228 BIENUENIDO AL SERVIDOR DE LALES FILEZILLA

Uzuario (18.33.168.2:<(none>>: lales

331 Password required for lales

Contrasefias

Directorio local ahora C:“Documents and Settings™Administrador.EQUIF0OBY?.
ftp» get ejercicio.txt
200 Port command successful
L5@ File not found
ejerciciod. txt
command successful
not found
ejerciciod.txt
command successful
158 Opening data channel for file transfer.
226 Transfer OK
Ftp> hye
221 Goodhye
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