ACTIVIDAD 2 -TEMA 3 -SAD

Router frontera:
a) Planteamiento escenario CISCO Packet Tracert: esquema.

41 L
Routerd -

Realiza una comparativa entre los routers frontera atendiendo a
las opciones de seguridad perimetral (NAT, Firewall, DMZ,...etc)

Router DLINK: http://support.dlink.com/emulators/di604 reve

Primero vamos a ver el Router DLink y vamos a ver Nat, Firewall y DMZ de cada uno de
ellos

d er
‘ - : Virtual Server is used o allow Internet users access to LAN senvices.
J © Enabled © Disabled
i

Private IP

Protocol Type  TCP
Private Port

Public Port
Schedule © Aways
© Fromtime 00 v : 00 v AM v 10 00 v : 00 v AM v
day Sun v to Sun v

200

Virtual Servers List Aoply Cancel Help
Name Private IP Protocol ‘Schedule

[] Virtual Server FTP 0000  TCP2121 aways [0

[7] Virtual Server HTTP 0.0.0.0 TCP 80/30 always 2} ]

[7] virtual Server HTTPS 0.0.00  TCP443/443 aways [0

[] Virtual Server DNS 0000  UDP53/53 aways 41

"] virtual Server SMTP 0.0.00 TCP 2525 always )]

[ Virtual Server POP3 0000  TCP 1101110 aways [
171 Virtual Qenver Telnet nnnn TP 22727 alwave 3%




FIREWALL

D-Link

B Networks for Peole DI-604
‘ Tools Status Help

Firewall Rules can be used to allow or deny traffic from passing through the DI-604.
—
Virtual Server . =l
- ) Enabled ) Disabled

Name Clear
Action © Allow © Deny
Interface IP Range Start IP Range End  Protocol Port Range
Source *
Destination * TCP ~ =il
© Aways

© Fromtime 00 v : 00 v AM v t0 00 v :00 v AM +

day Sun ~to Sun ~
9 00

Firewall Rules List Apply Cancel Help
ActionName Source Destination Protocol
’| Allow Allow to Ping WAN port WAN,* WAN ICMP8
Allow Remote Managment http Server  WAN,* LAN,192.168.0.1 TCP,80-1080
| Deny Default = LAN,* 3
|| Allow Default LAN* ** 8,

DMZ

DI-604
Broadband

[ Home IVVZTV I Tools Status Help

DMZ

DMZ (Demilitarized Zone) is used to allow a single computer on the LAN to be
exposed to the Internet.

© Enabled @ Disabled
IP Address 192.168.0. 0

9 OO0

Apply Cancel Help




Router LINKSYS:
http://ui.linksys.com/files/WRT54GL/4.30.0/Setup.htm

NAT

ADivision of Cisco Systems, Inc.

Firmars Version : v4.30.0
Wireless-G Broadband Router WRTE4GL

Setup Applcaions it sttus
2 & Gaming

| Advanced Rouing

L
nced Routing Operating Mode : If the router

Cpemma et Gatoway - e oy
made. If another router exists

Static Routing Selectsetnumber © 1() Delete This Entry on your network, select Router

mode.

Enter Routs Name Select Set Number s This is
the unique route numbsr, you

Destination LANP: @ .0 .0 .0 may set upto 20 routes.

Subnet Mask e .o .o .o Route Name : Enter the name.
you would like to assign to this

DefautGateway : & .0 .0 .0 oy

terface : LANE Wireless ~ Destination LAN IP : This i
the remote host fo which you

Ry ey would ke to essign the static
9 route.

Subnet Mask : Determines the
host and the network portion
More...

FIREWALL

Firmware Version : v4.30.0
Wireless-G Broadband Router WRTS4GL

Applications

2 Gaming Administra Status

Firewall Protection : Enable
Disable or disable the SPI firewall.
More...

Firewal Protection : Enable |

Block WAN Requests

Block Anonymous internet Requests
Fiter Wuticast

Filter Internet NAT Redirection

Fiter DENT(Port 113)

DMZ

ADivision of Cisco Systems, nc. Firmware Version : v4.30.0

Wireless-G Broadband Router WRTE4GL

Applications =
& Gaming : ARBICSIGNE | pyministrtion  Status

DMZ : Enabling this option will

) Enable @' Disable expose your router to the
Internet. All ports wil be
DIZ Host IP Address : 192.168.1. 0 essible from the intermat

More.




Router TP-LINK: http://www.tp-
link.com/Resources/simulator/WR842ND (UN)1.0/index.htm

NAT

300Mbps Multi-Function Wireless N Router
Model No. TL-WR842ND

Status

Quick Setup Static Routing Help

wps Astatic route is a p path that network must
Network follow to reach a specific host or network. Use the Static Routing page
- o to add or delete a route
Wireless D Destination Network Subnet Mask Default Gateway Status Modify
1 172.31.130.30 255.255.255.0 172.31.701 Enabled Modify Delete To add static routing entries:

DHCP
1. Click the Add New... button.
el 2. Enter the following data:

USB Settings Add New.__ Enable All Disable All Delete All * Destination Network - The Destination IP Address is

the address of the network or host that you want to

Forwarding assign to a static route

Security ® Subnet Mask - The Subnet Mask determines which =
Previous Next portion of an IP address is the network portion, and

Parental Control which pertion is the host pertion

* Default Gateway - This is the IP address of the default

Access Control gateway device that allows forthe contact between the

Advanced Routing Router and the network or host
3. Selectthe Enabled in the Status pull-down list
ting List 4. Clickthe Save button to save the changes

- System Routing Table To modify or delete an existing entry

Bandwidth Control
andwi Ontro 1. Find the desired entry in the table

IP & MAC Binding 2. Click Modify or Delete as desired on the Medify column,

Dynamic DNS Click the Enable All button to enable all entries.
System Tools

Click the Disable All button to disable all entries. ]

Click the Neleta All bition 1o delete all entries =

FIREWALL

300Mbps Multi-Function Wireless N Router
Model No. TLAWRE42ND

Status

Quick Setup Basic Security Help

wps You can configure the Basic Security Settings on this page

Network Firewall Firewall - Here you can enable or disable the Routers firewall
Wireless SPI Firewall: Enable ) Disable * SPIFirewall - Stateful Packet Inspection (SPI) helps to prevent

DHCP cyber aftacks by tracking more state per session. It validates

that the trafic passing thraugh the Session conforms to the
VPH protocal. SPI Firewall is enabled by factory default. If you want
USB Settings VPN all the computers on the LAN exposed to the outside world,

you can disable it
Forwarding PPTP Passthrough:
Security L2TP Passthrough:

m

Enable Disable

VPN - VPN Passthrough must be enabled if you want to allow VPN

Enable tunnels using VPN protocols to pass through the Router

Disable
Disable

sic Security IPSec Passthrough: @ Enable

- ® PPTP Passthrough - PPTP Passthrough. Point-to-Point
- Advanced Security

Tunneling Protocol (PPTP) allows the Pointto-Point Protocol
(PPP) to be tunneled through an IP network. To allow PPTP.

Local Management

ALG tunnels to pass through the Router, click Enable e
~Remote Management * L2TP Passthrough - Layer Two Tunneling Protocol (L2TP) is
FTP ALG! Enable - Disable the method used to enable Pointto-Point sessions via the
Parental Control FIPATe BT TET Internet on the Layer Two level. To allow L2TP tunnels to pass
Access Control ) through the Router, click Enable
H323 ALG: Enable (- Disable ® IPSec Passthrough - Intemet Protocol security (IPSec) is a
Advanced Routing sute of protocols for ensuring private, secure
RTSP ALG: Enable () Disable communications over Internet Protocol (IP) networks, through
Lt i the use of ayplographic securily sendces. To allow IPSec
1P & MAC Binding & tunnels to pass through the Router, click Enable.
Dynamic DNS - | ALG-ttis recommended to enable Application Layer Gateway (ALG) ..

DMZ
Tp_LINK‘ 300Mbps Multi-Function Wireless N Router

Model No. TL-WR242ND
Quick Setup
wps

Virtual Servers Help

Network
Virual servers can be used for setiing up public services on your LAN
Wireless Avirtual server is defined as a service port, and all requests from
DHCP Current DMZ Status: Internet to this service port will be redirected to the computer specified
by the server IP. Any PC that was used for a vitual server musthave a
VPN DMZ Host IP Address: static or reserved IP address because its IP address may change |-
USE Settings when using the DHCP function.
Forwarding ® Service Port-The numbers of External Service Ports. You can
enter a service port or a range of senvice ports (the farmat is
- virtual Servers XXX - Y, J00Cis Start port, YYY is End port).
T ® Internal Port - The Internal Service Port number of the PC
running the senice application. You can leave it blank if the
- D Internal Port is the same as the Service Port, or enter a
specific port number when Service Portis a single one =
-UPnP ® IP Address - The IP address of the PC running the service
Security application
® Protocol - The protocol used for this application, either TCP,
Parental Control UDP, or All (all protocols supported by the Router)

® Status - The status of this entry, "Enabled” means the virtual
senver entry Is enabled.

Advanced Routing ¢ Common Service Port- Some common senvices already exist
in the pull-down list

* Modify - To modify or delete an existing entry.

Access Control

Bandwidth Control

IP & MAC Binding To setup a virtual server entry:

Dynamic DNS

1. Clickthe Add New... button.
System Tools 2. Select the service you want to use from the Common Service
Port list. If the Common Service Port menu does not listthe  —




